Annotanus gucuuiinael C.1.1.27 Jlucuunianaa. be3onacHoCTh BEIYUCIUTEIbHBIX
ceren

JuctumiuHa "be3onacHOCTh BBIYUCIUTENBHBIX CeTei" M3ydaeTcs 00ydarolUMUCS M0 OCHOBHOM
npodecCHOHAIBHON 00pa3oBaTebHOM mporpamMMe "AHanu3 Oe30macHOCTH HH(GOPMAIIMOHHBIX
cucteM"  HampaBleHUS  IOJATOTOBKHU "10.05.03  HudopmanumonHas  0€30MacCHOCTh
ABTOMAaTU3UPOBAHHBIX CUCTEM'".

Jucuuruinna nzydaercs B 5, 6 cemectpe. OOmiast Tpy10eMKOCTh JUCHUIUIMHBI cocTaBisieT 252/10
yacop/3.e1. CamocTosiTesnbHas paboTa 3aKJII0UaeTCs B BHIIIOJIHEHUU padoT, YKa3aHHbBIX B pasjene 4.

B xome u3yueHHs IUCHUIUIMHBI OCYIIECTBIISICTCS TEKYIIMH KOHTPOJIb B (OpME TEXHOJOTHH
PEUTUHIOBOTO KOHTPOJII B COOTBETCTBUU C TEXHOJIOTMYECKOW KapThl IUCLUUIUIMHBI, PA3MEILEHHOM
Ha 3JIEKTPOHHOM KypcCe, a TaKKe MPOMEKYTOUHBIA KOHTPOJIb B (hOopMe 3a4eT, SK3aMeH.

Lenbro n3yueHust JUCUUIUIMHEI ABIseTCA (POPMUPOBAHUE CIICAYIONIMX KOMIIETEHLIUH:

1. OIIK-10 CrnocobeH MCHONB30BaTh CPENCTBA KPHUNTOrpaduyecKoi 3amuThl HHPOPMALUN
NIPY pEIIeHNH 3a/1a9 TPo(eCCHOHATBHON e TEIbHOCTH
B xoze n3ydeHus TUCIHUIUIHHEI TOCIIEI0BATEIFHO PACCMATPUBAIOTCS TEMBI:

l. Tewma 1. TpancnopTHas MoACUCTEMA BBIYMCIUTEIBHBIX CETEH.
TpaHCHOPTHBIN YyPOBEHb TOCTPOCHUS BBIYMCIUTEIBHBIX CeTel. TpaHCIIOPTHBIE MPOTOKOJIBI
B Internet: TCP u UDP. Unrepdeiic Berkley Sockets. Yrpo3sr 6e3onacHoCTH U cpeAcTBa
OopraHm3aiyu 0e30nacHoro HHGOPMaIMOHHOTO B3anMoeicTus B ceTssx TCP/IP.

2. Tema 2. YpoBeHb NPHIIOKECHHUIA.
IIpencraBuTenbCKkuii M NPUKIAJAHOM YPOBHHM IIOCTPOCHUS BBIYMCIHTEIBHBIX CETEH.
[IpoToKonbl MPHUKIATHOTO W TPEACTaBUTEILCKOTO ypoBHeH cetu Internet. Cucrema
DNS.AamunucTpupoBanue ciyx0 JOMEHHBIX UMEH.

3. Tewma 3. City)0bI JTOKaJTbHBIX BEIYHCIUTEIBLHBIX CETEH.
Monens «xnueHT-cepep». Buasl cepBepoB u nportokoiisl B3aumozeiicrsust (HTTP, FTP,
SMTP, RDP, SSH u npyrue). OCHOBHBIE C€TE€BBIC CITYKObI MPUKIATHOTO YPOBHS. Ciry>KObI
¢aitnoBoro obmena. CiykObl BeO-CEpBEpOB U IJICKTPOHHOU modThl. Ciyk0a KaTalioros
Active Directory. IlonuTuka 0€30MacHOCTH W TPYNIOBBIE MOJUTHKH. Pemienune 3amad
anMuHucTpupoBaHusi Active Directory Ha 6aze OC Windows Server. Pemenue 3amau
agmuHucTpupoBanust Active Directory Ha 6aze OC Windows Server. Pemenune 3amau
aIMHHHUCTPUPOBAHUS BeO-cepBepa, ciayxk0 (aiiimoBoro oOMeHa, cepBepa dJICKTPOHHOM
MOYTHI, CEpBepa 0a3 TaHHBIX.

4. Tema 4. Anroputmsl kpunrorpaduueckoit 3amutel nHpopmanuu B JIBC.
OcHoBHble KpuUNTOTpaduveckrue METObl, HCHOJb3yeMble IJi 3allUThl MH(pOpMalUU B
BBIYUCITUTENbHBIX ceTsX. llonsartue ayreHTudukanuu. Bunesl ayreHTudukanmuu. Bumsr
mdpoBanuss. OCHOBHBIE MPOTOKOJIbI, HCIHOJb3yeMble I 3allUThl HHPOpPMAIUU B
BBIYHCITUTENBHBIX CeTAX. [IpOTOKONBI ayTeHTUUKAUUKU U IU(POBAHHS C OTKPBITHIM
kimoyoM.  OpranHuzanusi — 3alIMINEHHOTO0  KaHajga  CBA3M € KCIOJIb30BaHHEM
KpUNTOTpaguuecKuX NpoTOKoJI0oB. BupTyanshsie yactHble cetu. [IpoTokon SSL.

5. Tema 5. Aganus 3amumensocty JIBC.
MeTo/1bI ¥ CpeCTBA 3aIIUTH HH()OPMAIIMK B JIOKATBLHBIX BEIYUCIUTEIBHBIX ceTsX. [loHsaTHE
cereBas araka. Kiaccudukamus cereBbIX aTak. Buabl ceTeBbIX aTak M METOJbl HX
peanm3anuu. AHanu3 3ammiieHHocTH W yrpo3  OeszomacHoctu  JIBC. CereBoe
CKaHUPOBaHUE. AJIMHUHHCTPUPOBAHUE CPEJCTB CETEBOTO CKAHUPOBAHUS U pealln3aluu
CETEBBIX aTaK.

6. Tema 6. CpenctBa koHTpOIIsI ceTeBoro Tpaduka B JIBC.
[Tonmutnka 0€30MacHOCTH B JIOKAJTbHOW BBIYMCIUTENBHON ceTu. [loHATHE MEKCETeBOTro
skpana (MCD). Oynknun MCDO. Knmaccudpukammss MCO. Crnocobsl peanuzanuu MCD.
Monyns IPTABLES kak cpeactso peanuzanuu MCD. Hacrpoiika IPTABLES nns pemenns



3a1a4 QWIBTpPALUMU U OJIOKMpOBaHMA ceTeBoro tpaduka. CpeacTtBa KOHTPOJIS JOCTyIa K
CETEBBIM CITYXKOaM.
7. Tema 7. CpenctBa oObHapyxeHus BTopkenuii B JIBC.
Knaccudukanmst cpeacts ooHapyxkenus Bropxkennit (COB). Cnoco6st peanuzanuu COB.
CereBoit ananuzatop Wireshark. Ananus cereBoro tpaduka u yrpo3 6ezonacuoctu B JIBC.
CoBpemennble mporpamMMHo-anmnapatasie COB. CpeacrBa oOecnedueHus 0e€30MacHOCTU
BHemHero nepuMerpa JIBC (na npumepe moayns SNORT).
8. Tema 8. bezonacnocts B JIBC.
OcCo0eHHOCTH PKCIUTyaTallMM JOKaJIbHBIX BEIYUCIUTEIbHBIX CETeH ¢ y4eTOM TpeOOBaHuUH 1O
oOecnieueHnto Oe3omacHocTd. CpeAcTBa OpraHM3alMd  JIOXKHOTO HH(OPMAalMOHHOTO
pecypca B JIBC. Hcnonp3zoBanue cpenctB 3ammrthl uH(popmanun B JIBC ¢ yderom
TpeOoBaHMil o oOecnedeHnto Oe3omnacHocTH. 3ammra uHPopmanuu B JIBC Ha pasHbIx
YPOBHSIX: (DU3NYECKOM, KaHAJIbHOM, CETEeBOM, MpukiagHoM. CpeacTBa OOHapyKeHUs
HECAaHKIIMOHMPOBAHHOTO JOCTyna K WHpopManuu Ha pasHeix ypossx JIBC.
Anmunuctpuponanue JIBC ¢ yaetoMm TpeGoBaHmii o obecneueHno 0€30MacHOCTH.
OCHOBHBIMH ~ CTPAaTETUYECKUMHU 00Pa30BaTEIFHBIMU TEXHOJOTHSIMU SIBIISIOTCS: JIGKIIMOHHBIC
3aHATHS, IPAKTUYECKHUE U JJAOOPATOPHBIE 3aHATHS.
B pamkax yka3aHHBIX TEXHOJOTHH TPUMEHSIOTCS TaKTUYECKHE O00pa30BaTEIbHBIC TEXHOJOTHH:
3aJlaHus, KI1acCU4ecKas JEeKIIHUs.



